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1 Release Information
NetModule Router Software:
Version: 4.3.0.106
Date: May 08, 2020
Supported Hardware:
NetModule Router Hardware Version
NB800 V2.0 - V2.2
NB1600 V1.0 - V3.3
NB1601 V1.0 - V1.5
NB1800 V2.4 - V2.6
NB1810 V2.4 - V2.6
NB2700 V1.0 - V2.7
NB2710 V1.0 - V2.7
NB2800 V1.0 - V1.4
NB3700 V2.0 - V4.4
NB3701 V1.0 - V1.5
NB3710 V2.0 - V4.3
NB3711 V1.0 - V1.5
NB3720 V2.0 - V4.3
NB3800 V1.0 - V1.5
Unsupported Hardware:
NetModule Router
NB1300 Series
NB2200 Series
NB2300 Series
NB2500 Series
NB2600 Series
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2 New Features
Case-# Description
59828 Prevent down-grade to incompatible versionIf you want to downgrade to an older release, you may have to install intermediate releases. Nor-mally that’s the latest release of the major version of the desired software. The Update process willdetect the release number of the uploaded image and prevent installation of invalid releases.
60650 Active GNSS antenna for NB1800 and NB1810New HW releases of NB1800 and NB1810 support active GNSS antenna. It can be configured viaGNSS settings now.
61261 ETH2 on NB1810 can now be enabledNB1810 now allows to disable the SFP port in favor of ETH2 as an additional Ethernet port.
61270 Increase maximum number of static DHCP hostsIt’s now possible to configure up to 70 static DHCP host entries.
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3 Security Fixes
The following security relevant issues have been fixed.
Case-# Description
6153761646 Security fixes in 3rd party and open source packagesCVE-2018-15599 Dropbear contains a user enumeration vulnerabilityCVE-2020-8597: pppd remote code execution in EAP code
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4 Fixes
The following issues and problems have been fixed.
Case-# Description
60430 Software downgrade via USB stick failedIn factory state the downgrade to Releases prior 4.2.0.x failed. This was fixed.
6043561842 SDK improvementsThe function nb_syslog() did not clean an internal buffer correctly which could lead to corrupted logmessages. This was fixed.Due to an erase condition mails sent from the SDK on a high rate could get lost before they weresent to the MTA. This was fixed.
60673 Possible LTE connection lossDevices with Toby-L2 LTE modules faced sporadically connection loss. In some cases the connectioncould not be reestablished until reboot. This was fixed.
6088761541619796212962454

GUI improvementsOn NB1601 a bridged WLAN interface was shown as status ’routed’. This was fixed.Disabled radio buttons where not shown as disabled. Nevertheless it was not possible to changetheir value. This was fixed.The GUI was not checking the WLAN interface limitations during configuration to dualmode. Thiscould lead to some WLAN interface misconfiguration. That has been fixed.WLAN MESH AP configuration parameters were disappearing in the GUI after applying a configura-tion. This has been fixed.WLAN mesh setup showed some inconsistencies in the GUI. This was fixed.
61466 WLAN client ignored channel selectionA WLAN client tried to connect to any AP providing the right SSID. It ignored the optional channelselection settings. This was fixed.
62113 Reset of GNSS module could failThere had been situtations where the GNSS supervision failed to reset a GNSS module correctly. Inthat case no GNSS fix was available until the next system reboot. This was fixed.
62368 Installing a software release could lead to loss of stored factory configurationAfter installing another software release the factory configuration manually stored by the customerwas lost. That has been fixed.
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5 ECC conversion
The flash on NB1600, NB2700, NB2710, NB3700, NB3710 and NB3720 provides an automated error correction usingECC. With release 4.1.0.100 we changed the ECC length from 1-bit ECC to 4-bit ECC which provides better error cor-rection. On first boot after the update was performed the data on the flash is automatically converted to use the newECC setup. While this conversion is performed the LEDs show a running light for about 30 seconds.If you switch back to an older software release like 4.0.0 the migration is reverted.We tested updates and down-grades to and from 4.0.0 and 3.8.0. Updates to or from older versions are not supported.If you run an older release or want to downgrade to an older release or a feature release like 3.8.2 you are advised tomigrate via 4.0.0 as an intermediate release.To revert the migration on downgrade the SPL boot loader release 4.1.0 stays in place. It can be downgraded in asecond sofware update process initiated from the target release after the first reboot.Software updates with recovery images require special attention. You must not use recovery images 4.0.0 andolder for systems running 4.1.0 and newer. If you want to use recovery images please contact our support atrouter@support.netmodule.com.
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6 OSS Notice
We inform you that NetModule products may contain in part open source software. We are distributing such opensource software to you under the terms of GNU General Public License (GPL)1, GNU Lesser General Public License(LGPL)2 or other open source licenses3.These licenses allow you to run, copy, distribute, study, change and improve any software covered by GPL, Lesser GPL,or other open source licenses without any restrictions from us or our end user license agreement on what you may dowith that software. Unless required by applicable law or agreed to in writing, software distributed under open sourcelicenses is distributed on an "AS IS" basis, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express orimplied.To obtain the corresponding open source codes covered by these licenses, please contact our technical support atrouter@support.netmodule.com.

1GPLv2 license is available at http://www.gnu.org/licenses/gpl-2.0.txt2LGPL license is available at http://www.gnu.org/licenses/lgpl.txt3OSI licenses (ISC License, MIT License, PHP License v3.0, zlib License) are available at http://opensource.org/licenses
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7 Change History
Version Date Name Reason
0.1 April 30, 2020 Moritz Rosenthal preliminary version

Copyright © 1998 - 2020 NetModule AG; All rights reserved
This document contains proprietary information of NetModule AG. No part of the work described herein may bereproduced. Reverse engineering of the hardware or software is prohibited and is protected by patent law. Thismaterial or any portion of it may not be copied in any form or by any means, stored in a retrieval system, adoptedor transmitted in any form or by any means (electronic, mechanical, photographic, graphic, optic or otherwise), ortranslated in any language or computer language without the prior written permission of NetModule AG.The information in this document is subject to change without notice. NetModule AG makes no representation orwarranties with respect to the contents herein and shall not be responsible for any loss or damage caused to the userby the direct or indirect use of this information. This document may contain information about third party productsor processes. This third party information is out of influence of NetModule AG therefore NetModule AG shall notbe responsible for the correctness or legitimacy of this information. If you find any problems in the documentation,please report them in writing by email to info@netmodule.com at NetModule AG.While due care has been taken to deliver accurate documentation, NetModule AG does not warrant that this documentis error-free."NetModule AG" and "NetModule Router" are trademarks and the NetModule logo is a service mark of NetModuleAG.All other products or company names mentioned herein are used for identification purposes only, and may be trade-marks or registered trademarks of their respective owners.The following description of software, hardware or process of NetModule AG or other third party provider may beincluded with your product and will be subject to the software, hardware or other license agreement.
NetModule AG is located at:
Maulbeerstrasse 10CH-3011 BernSwitzerland
info@netmodule.comTel +41 31 985 25 10Fax +41 31 985 25 11

For more information about NetModule AG visit the NetModule website at www.netmodule.com.
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