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1 Release Information
NetModule Router Software:
Version: 4.0.0.110
Date: February 03, 2018
HOTSPOT Extensions:
Version: 1.9
Date: June 26, 2018
Supported Hardware:
NetModule Router Hardware Version
NB1600 V1.0 - V3.3
NB2700 V1.0 - V2.7
NB2710 V1.0 - V2.7
NB2800 V1.0 - V1.4
NB3700 V2.0 - V4.3
NB3701 V1.0 - V1.3
NB3710 V2.0 - V4.3
NB3711 V1.0 - V1.3
NB3720 V2.0 - V4.3
NB3800 V1.0 - V1.3
Unsupported Hardware:
NetModule Router
NB1300 Series
NB2200 Series
NB2300 Series
NB2500 Series
NB2600 Series
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2 New Features
Case-# Description
46120 Provide same USB drivers for all platformsFor our products different drivers for external USB serial or USB ethernet adapters had beenshipped. We now provide the same drivers for all our routers. Please refer to our manual fordetailed description of supported 3rd party hardware.
485064910049132

GUI improvementsA SIM card which required a PIN did show "unknown" for pin protection in overview and "error" onSIM state until the correct PIN was applied.The current IPsec status shown in the web interface was inconsistent at different locations. Thestatus is shown identical everywhere now.A WAN interface on a disabled LAN port would show as "dialing" in the overview. That was fixed. Itshows "disabled" now.
49059 New SNMP field showing the activation time of a new software updateSoftware update via SNMP is done in two steps: First the new release is updated, second is theactivation of the previously updated software release. So far only the time stamp of the downloadcould be obtained via SNMP. Now also the activation time stamp can be requested via SNMP.
49920 Allow individual SSL settings for WPA-EAP-TLSIt is possible now to set up individual SSL settings for WLAN with WPA-EAP-TLS setup. Please contactour customer support if you need this feature.
50907 Support for new configuration version 1.11The new software release supports conversion of configuration files with version ID up to 1.11.
50888 HOTSPOT: binary files updateThe HOTSPOT binary files have been updated and compiled withLARGER_LIMITS flags.
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3 Fixes
The following issues and problems have been fixed.
Case-# Description
48299 OpenVPN server does not restart after configuration updateAfter uploading a configuration with new OpenVPN expert mode file the OpenVPN server was notautomatically restated and did not apply the changes.
48728 Custom factory default configuration does not applyThere have been situations where a custom factory configuration could not be applied. This wasfixed.
4906349423 SDK improvementsThe SDK function nb_can_setattr failed if the optional parameter restart was different from 0.On parallel call of nb_config_get from different SDK scripts the function might return wrong dataoccasionally. This was fixed.
4910549106 GUI improvementsIPsec expert mode file download from the web interface sometimes failed.
49353 Authorities certificates were not used for all HTTPS downloadsSome functions where data is downloaded from a server the "Authorities" certificates were not used.E.g. it was not possible to update WWAN module firmware from HTTPS.
49354 SNMP: Upload of current configuration to server failedAn upload of the current configuration to a server failed when triggered via SNMP. That was fixed.
49365 HTTPS server did not restart after configuration updateWhen a configuration with new certificates for the HTTPS server was uploaded the server did notapply the new certificates automatically.
49703 No audio output on start of call on NB2710The analogue audio output of the NB2710 with Huawei ME909u-521 failed for several seconds afterthe call started. This was due to a race condition on buffer access. The issue was fixed.
49714 Configuration update fails with kernel panicThere were configuration set-ups which triggered a kernel error while applying the configuration.This was fixed.
51055 WLAN selection priority ignored on WPA-EnterpriseIf WPA-EAP-TLS was configured for one WLAN client setup, the priority for that configuration wasalways set to 1, meaning that this network was selected with hight priority independent of the se-lection priority the user configured.
49292 HOTSPOT: Upgrade and downgrade issueThe HOTSPOT configuration was lost if the software was upgradedto a new major release. This has benn fixed.
49684 HOTSPOT: Wrong DNS resolutionIn certain cases it was possible that the resolution of DNS addresseswent wrong if static hosts were configured. This has been fixed.
51771 HOTSPOT: DHCP information wrong in webguiIn webgui the DHCP status was shown as inactive if a interface has been configured as HOTSPOT.This has been fixed.
51852 HOTSPOT: Config update failedConfiguration update failed if HOTSPOT has been configured.This has been fixed.

Release Note HOTSPOT 4.0.0.110 4/8



4 Known Issues
Items listed here represent minor problems known at release time. These issues will be resolved in a later version.
Case-# Description
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5 Pitfalls
Items listed as pitfalls are potential problems that may arise because of specific environmental conditions.
Case-# Description
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6 OSS Notice
We inform you that NetModule products may contain in part open source software. We are distributing such opensource software to you under the terms of GNU General Public License (GPL)1, GNU Lesser General Public License(LGPL)2 or other open source licenses3.These licenses allow you to run, copy, distribute, study, change and improve any software covered by GPL, Lesser GPL,or other open source licenses without any restrictions from us or our end user license agreement on what you may dowith that software. Unless required by applicable law or agreed to in writing, software distributed under open sourcelicenses is distributed on an "AS IS" basis, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express orimplied.To obtain the corresponding open source codes covered by these licenses, please contact our technical support atrouter@support.netmodule.com.

1GPLv2 license is available at http://www.gnu.org/licenses/gpl-2.0.txt2LGPL license is available at http://www.gnu.org/licenses/lgpl.txt3OSI licenses (ISC License, MIT License, PHP License v3.0, zlib License) are available at http://opensource.org/licenses
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7 Change History
Version Date Name Reason
1.0 2018-06-26 walther Final

Copyright © 1998 - 2018 NetModule AG; All rights reserved
This document contains proprietary information of NetModule AG. No part of the work described herein may bereproduced. Reverse engineering of the hardware or software is prohibited and is protected by patent law. Thismaterial or any portion of it may not be copied in any form or by any means, stored in a retrieval system, adoptedor transmitted in any form or by any means (electronic, mechanical, photographic, graphic, optic or otherwise), ortranslated in any language or computer language without the prior written permission of NetModule AG.The information in this document is subject to change without notice. NetModule AG makes no representation orwarranties with respect to the contents herein and shall not be responsible for any loss or damage caused to the userby the direct or indirect use of this information. This document may contain information about third party productsor processes. This third party information is out of influence of NetModule AG therefore NetModule AG shall notbe responsible for the correctness or legitimacy of this information. If you find any problems in the documentation,please report them in writing by email to info@netmodule.com at NetModule AG.While due care has been taken to deliver accurate documentation, NetModule AG does not warrant that this documentis error-free."NetModule AG" and "NetModule Router" are trademarks and the NetModule logo is a service mark of NetModuleAG.All other products or company names mentioned herein are used for identification purposes only, and may be trade-marks or registered trademarks of their respective owners.The following description of software, hardware or process of NetModule AG or other third party provider may beincluded with your product and will be subject to the software, hardware or other license agreement.
NetModule AG is located at:
Meriedweg 11CH-3172 NiederwangenSwitzerland
info@netmodule.comTel +41 31 985 25 10Fax +41 31 985 25 11

For more information about NetModule AG visit the NetModule website at www.netmodule.com.
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